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PROJECT DESCRIPTION AND OVERVIEW

Coalfire Is under contract with lowa Judicial Branch to deliver a panalration test ("the projact”} in accordance
with Service Order IC!S' This Rules of Engagement (ROE) documant sarves as a test ptan
and outiines the project activities from the Service Order, confirms project schadules, identifies project staff,
and defines scope details and deliverable expectalions.  With this ROE, Coalfire’s Intent is to ensure a
successful execulion of all project activities.

PURPOSE

The penetration test and corresponding risk assessment will be parformed by Coalfire to test the adequacy
and effecliveness of securlty control measures In place fo protect the securlly and integrity of sensitive
informatlon technology (IT) systems and data.

The test resulls from this engagement will be used to identify risks and vulnerabllities lowa Judicial Branch
systems, and evaluate the effectiveness of securily configuration seltings, policies and progcedures, and
exlsting technical controls in regards to the lowa Judiclal Branch’s management of the components under
its operallon and confrol, This information will be provided fo lowa Judicial Branch’s sentor management
and stakeholders, in the form of a Penetration Test Summary Report, to allow ther to make an informed
risk-based decision for the Implementation of applicable applications, networks, and Infrastructure. The
teport will also provide lowa Judicial Branch wilh a list of Identified risks and recommended remediation
actions fo help Improve overall system securily. Moreover, the report will provide valuabls information on
potential effects to the confidentialily, Integrity, and availabllity of lowa Judicial Branch data and systam
resources,

This ROE establishes the guldelines followed by Coalfire personnel during the assessment and defines the
test plan, including methodology and testing activities. This allows Coalfire to perform testing In a manner
that minimizes Impact on operations while maximizing the usefuiness of the results. This ROE is submitted
for review and approval by lowa Judicial Branch's management and stakeholders prior to execution of
testing.

Spadific project drivers include, among others;

B3 PCl DSS compliance (Report on Compllance, SAQ, etc.)
Healthcare compliance (HIPAA/HITRUST)

Financlal Services compliance (FFIEC, GLBA, ele.)
Federal/Public Sector compliance (FISMA, FedRAMP, elc)
80C

Ulilittes/SCADA/NERC/CIP

Security Best Practlices

00 9gaon

=
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SCOPE OF TESTING
The specific project activities defined in the Service Order and covered by this ROE Include:

o External network penctration test (see appendix 1.0)
- Upto 2001P's
Internal nelwork penetration test (see appendix 2. 0)

~ If no access can be gained during the externalisocial englneering aclivities after one weak, we'll
move to an assumed breach attack,

= Drone, Vi, payload?

o

o Applicalion penetralion test (see appendix 3.0)
— Total of thres (3) smaller Intemal web applications
~  Smualler to moderate comploxity

-

Sacial enginsering aclivitles: (see appendix 4.0)
~ Spear Phishing
*  Target ICIS employees
~  Pre-text phone calling
»  Target ICIS employses
~  Physical securily assessmant
+ Altampt to gain physicat documeniation at three locations
¢ Polk Counly Courthousa
o 500 Mulberry Street, Des Moines, 1A, 50309
o More securily here
o Judicial Branch Building
o 1111 E. Court Ave, Des Moines, A 50319
o Daflas Counly Courthouss
o 801 Court Street, Adal, 1A, 50003
*  Can be during the day and evening
+  Talk your way into areas, fimited physical bypass
*  Altempt to physically galn Internal netwark access
«  Allempt to gain notwork access to facilitate persistent access
*  Coalfire will isave bahind maliclous devices, such as thumb drives, natwork devices
o Wireless wulnerability assessment (see appendiix 6.9)
- Ons (1) locatlon, 500 Mulberry Street, Des Moines, 1A, 50300
—  On-sle
- 288ID's

NO TESTING TG OCCUR ON 9/4 {(Wednesday), 9/18 (Wadnesday), or 9/19 (Thursday)

On 974, 9/18 and 9/19 the Supreme Court will be conducting business and we caniol intercupt if. The
Appeals Courl is conducting business on 9/3 - 9/5 and we cannot interrapt it either.
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PROJECT SCHEDULE OF ACTIVITIES

Assassmant aclivities will be conducted as describad in Coalfire’s Service Order. The following {able servas
to astablish dates for key mestings, activities, and deliverables,

27 SEeti i 2=

Project Planning, ROE, and Test Plan 8112019

»  Ravlew documentation and align team to project scope and deliverables. Set a
preliminary schedule and establish a communication plan.

Conlirm required documenlfinformallon requasts,

RF! Due Date 8/12/2019

Pre-Projact Ghackpolnt #1 812212018

o Schedule re-confirmed. {Targel minimum 2

s Communicalions plan re-confirmad. weeks prior lo
Discuss oulstanding items related to conneclivily, access, and executlon loglstics, scheduled start.)

T

D

Anplication Penelratlon Test 8/10/2019 8/30/2019

External Network Penelration Test 812612019 9/6/2019 N
Phishing 81262019 81612018
Pra-Texl Calling 8/26/2019 9612019
SoclallPhysical Assessment 9/8/2019 9/13/2019
Wircless Assassment 9792019 91312019
el e o o, onei201s | e27i2019
Physical debrief In parson 9/201 )
Draft Report Available 1011142019
Final Delivarable 101182019
Debrief Meeling T8O
Romediation Check Polnt TBD

NOTE: Once Coalfire and lowa Judiclal Branch agres on the schedule defined above and this ROE s
signed, any changes to the schedule may resultin additional fees per the terms of the lowa Judiclal Branch
MSA. Please review your MSA to becoms famillar with the spacific terms of your agreement with Coalfire.
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T LOGISTICS

Email

Role

Joe Naumann

doseph. Neumam@Cosliire,com

O; 703-429.2501

Project Director

Dana Mortaro

Dana.Morlaro@Coalfire.com

0: 726-251-4165

Project Manager

. . Peneiralion Tester
Gary De Mercurio [ Gary.DeMercurio@Coalfire.com Physical
) ; ) Penelralion Tesler
- [Justin Wynn Justin Wynn@Coalfire,com Red Team
Jake Nalson Jakob.Nelson2@Coalfire.com Penclralion Tostor

Wiraless

Communication Lavel
Name Emall Phone Role

Dally Emails| Report
Andrew Shirley
Errorl Reference Primary POC -
aource not Andrew.Shirley@lowaGCours.gov  |515-348-4773 Info Se Officer B4 5
found,
Mark Headles Mark.Headlce@lowaCourts.qov ~ 1515-348-4823 Director/CIO 0 2
John Hoover John.Hoover@lowaCourls.qov | &5
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ASSUMPTIONS AND LIMITATIONS

Project Planning

Coalfire and lowa Judicial Branch will confirm that the agreed-upon schedule outlined in this ROE works
for both partles, lowa Judicial Branch must cormplete the necessary sections required for testing and
Coalfire will adhere to the outiined schedule. Client delays andfor inaccurate information can lead to
delays in testing execution and final report delivery.

The request for Information (RFI) section of this ROE must be completed in full and returned on or prior
to the date listed in the defined schedule below, Non-compliance may adversely affect scheduling of
project activities,

This ROE, which includes the test plan, must be slghed and approved prior 1o the oxecution of the
penelration test and by the agreed-upon due date.

During execution, status calls will be conducted andfor emails exchanged with the lowa Judiclal Branch
stakeholders to provide a summary of the activitles to occur for the testing perlod or as needed.

An agresd-upon limeframe Is required to allow the fest team to complete the report prior to the first
draft submission {o lowa Judicial Branch stakeholders.

Once the schedule defined above Is confinned, any changes to It may result In additional fees per the
terms of the lowa Judiclal Branch Master Services Agreement (MSA). lowa Judicial Branch [s expected
to review and he famillar with the terms of the MSA with Coalfire,

Projeet Schedule

[

All penstration testing Is expacted to be conducted:

= During normal business hours: Monday through Friday between the hours of 6AM and GPM
Mountain time. NOTE: Requests for testing outside of the above approved time periods may
result in additlonal charges per the ferms of the MSA.

Scope Assumptions and Test Process

o

A pretiminary vetling process will be conducted with lowa Judicial Branch prior to tost plan execution
to ensure that the nacessary preparation has been made and to enstire that the client Is ready for the
penstralion test. All access and logistical issues will be addressed and planned for accordingly.

Coalfire Labs has worked clossly with the Coalfive sales team to gather specific scope information for
this project. If sighificant differences in the scope of testing are identifled either In the completed RF| or
during testing, a change order may be required to cover the Jevel of effort required for testing the scape
delta,

Reporting

]

Coalfire will provide one (1) comprehensive report at the ond of this engagement. Please include an
Executive Summary.

The report deliverable will include the following high-leve! information In a format sultable for
management:

~  Purpose of the engagement Including project’s scope and approach/methodology.
- Posilive security conlrols that were identified, as appropriate.

- Taclical recommendations to reduce the risk in the environment In the immediate term, inchuding
technical deseriptions for mitigating specific vuinerabliities.
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~  Strategic recommendations for preventing similar Issues from recurring and for Improving the
client's overall security posture.

— Technical description and classification of sach significant vulnerability,
- Anatomy of exploitation {Le., “ill chaln’} including steps taken and evidence in support of
exploitation {i.e., screenshots, elc.).
- Vulnerabilty classkfication that describes the severily ranking as a function of vulnerability impact
and ease of exploltation.
e The report must describe a threat scenario, likelihood, and impact for each vulnerahility discovered,

Once the draft report Is submilted and reviewad, lowa Judicial Branch can begin the remediation
pracess.

SECURE DOCUMENT SHARING - PROJECT PORTAL

Project team mambers recognize that assessment activities and communlcations, Including notes, draft
documents, small, and other forms of communication are sensltive and should be treated accordingly under
a need-lo-know concept. To facllitate project management activities and communlcations, Including
document retention and destruction, profect team members will use the CoalfireOne preject porial
accessible at;

hitps:ffone,coallire.com

Portal access rights are developad based on authority granted by lowa Judicial BranchError! Reference
source not found.. Project documents should not be exchanged via emall, but rather uploaded/fretrieved
through the portal. Care should be taken to irolect sensltive Information when using email,

If a team member doss not have an account created for the portal, please have the Project POC contact
the Coaffire project manager and they will assist with setting up an account,

INTERNAL TESTING - CONNECTIVITY OPTIONS

There are a few different options we can pursue o perform the intemal network testing. Remote solutions
help save costs and allow for quicker connectivily, assuming the appropriate selup. Potential solutions
include;
1. Coalfire Drone Appliance (Coalfire prefarred method)
= Physlcal device available to be shipped to the client sita
—  Egress 443 required for connactivily
2. Virlual Machine (VM)
Virtual drone available to be buill for client virtual snvirchment
—  See the RF] section below for additional RF} liems relaled to viriual drone configuration
- Final download instructions for VM will be provided once the ROE is finalized

NOTE: Hardware drone must be returned to Coalfire wilhin four (4) weeks of completion of testing,
Exceplions may be made if remediation activities are completed wilhin one (1) week of testing completion
and remediation tosting Is required. The hardware drone must be returned to Coalfire if remediation festing
Is oxpected to occur greater than four (4) weeks following the completion of testing. Hardware drones not
returned to Coalfire are subject to a 81,800 hardware/service charge,
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REQUEST FOR INFORMATION (RF})

RFI Due Date: 8/12/2019

NOTE: Not completing by due date above may Impact the overal timeline of this angagemenit,

RS e s -#fﬁ"a}?’ﬁz AR "-—“f%
== e e REGE -Y’E ] 2 F
4‘—%“‘%} e R e T et bl St

Provide conlact and escalalton Enformallen for communicallons ditring
testing, Including names, titles, phane numbers, and emall addresses.

Whatis the app]fcellon name?

What Is the appllcation URL?

What ianguage is the application written in {ASP, PHP, Java, elc.)?

is this a Cloud Hosted Site?

Cloud Provider?

Haveyou subniilted a Testing Requsst with the Provider?

Is a web application firewall {WAF) being utilized?

If “YES", will the WAF be disabled during lesting or will you whitellst our IP's?

What is the backend database, If applicable (MySQl., Microsoft SQL, Oracle,
efe.y?

Are you using Cloud Service Provided Dalabases (Azure SQL, AWS Database)?

Is the application static or dynamic?

What are the application logln credentlals, if required?

Doss the application have mulliple Reles (unauthenticated, nser, adm%n
manager)?

Is tha sile hosted on a shared platform wilh other sitos?

Is the site load balanced?

Roughly how many pages and paramelers are smployad within the sfie?

Are Administrators or Developers notified of errors via email?

Coalfire - Sensitive and Propristary
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What is the application URL?

Whal Ianguags is the application written in {ASP, PHP, Java, elc,)?

Is this a Cloud Hosted Site?

Cloud Provider?

Have you submitied a Testing Request with the Pravider?

Is a wab application firewall {WAF) being ulilized?

H "YES", will the WAF bs disabled during testing or will you whiteist our IP's?

Whal is the backend databass, if applicable (MySQL, Microsoft SQL, Oracle,
olc.)?

Are you using Cloud Service Provided Databases {Azure SQL, AWS
Database)?

Is the application static or dynamic?

What are the application login credentials, if required?

Does the application have multipte Roles (unauthenticated, user, admin,
manager)?

Is the site hosted on a shared platform with other siles?

Is the slie load balanced?

Roughly how many pages and parameters are employed within the site?

Are Adiminisiralors or Developers notified of errors via amall?

Coalfire - Sansitive and Proprietary
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What Is the application name? )

Whal is the application URL?

What fanguage is the application written in {ASP, PHP, Java, olc.)?
Is this a Cloud Hosted Sile?

Cloud Provider?

Hava you submilied a Testing Requesl with the Provider?

Is a wab applicalion firewall (WAF) being ulilized?
IfF*YES", will the WAF be disabled during testing or will you whitelist our 1P's?

What Is (he backend database, if applicable (MySQL, Microsoft SQL, Oracls,
etc.)?

Are you using Cloud Service Provided Dalabases {Azure SQL, AWS Palabase)?

fs the application statle or dynamic?
Whal are the applicallon login cradentials, if required?

Does the applicalion have mulliple Roles {unauthenticated, user, admin,
manager)?

Is the site hosted on a shared platform with other sltes?

Is the slle oad balanced?
Roughly how many pages and parameters ar¢ employed within the slte?
Are Adminlslrators or Dovelapers notified of errors via emall?

Coalfire - Sensitive and Proprietary
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How many target [ocalions are In scope for the physical securily assessment?

3

in a prioritized listing, please provide the physicel addresses of the facililles
where physical securily assessment is 1o be performed.

JB Building

1111 £, Courl Ave
Des Molnes, 1A 50319
Palk County

500 Mulberry St

D ines, IA 50308

Dallas Gounty
801 Court 8t -
Adel, 1A ‘50003

Criminal Court Aroa
206 6" Avenue ~
50300 -

Doss Coalfire have permission to lall-gate, thal is, altempt to gain physical
access to your facilities by following employeaes into the bullding?

Does Coalfire have permission to dumpster dive, that is, search through
grarbage cans andlor dumpslers on your properly for sensiiive informatton?

Doss Coalfira have permission to access all areas inside the bullding(s)? If
not, please list areas where access In not permitied.

JBBuiIdIng, ﬁoofé__f& & 4 no access
3 § 4.are out of scope period.
how proof of concept to

I physical access is gainad {o your faciiily, does Cealfire have patmission o
attempt loglical access to the network, including plugging into a conference
room or office Etherne! jack, attempting to join the network, and thon
aflempling further reconnalssance (ping swaep) aclivilies?

Does Coalfire have permission to perform lock-picking activitles to attempi to
gain access to locked aroas?

Does Coalfire have permission to strategically place hardware (USB drives,
mice, keyboards, nethooks) around the building?

Does your company use proximity readers with access cards, badgas or key
fobs? If so, can you speclly the technology? (Vendor make and model and
card lype?}

Does your network use DHCP or slallc {P addressing?

DHCP

Is egress filtering employad on the network? if so, please provide atlowed
outhound ports. 86,443,532 elc.

Do you employ any physically armed personnal at the location(s) that wili be
tosled?

Coalfire - Sensilive and Proprielary
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Do you have 24/7 surveillance monitoring In place at the locations to be
fested?

Are any facilities or areas of buildings or lhe ofiice complex to bo excluded? If
s0, pleasas list here and provide reascning for exclusion.

Will focal law enforcenient or security personnel be notified that a penetration [No, “-- =
test is taking place on the specified dates?

Whal assels or areas insida ihe larget location are of most concern In regard Qg_)ﬁj{;gjft_er.ﬁqbrh
{o physical access? Switch Closets

Coalfire - Sensitive and Proprietary
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S —.s;,“_’s‘{“’*a"xz_’&‘é'é s s
IGNREGUIREDTHOR THEEXTERNA

If systems are hosted euls!de the client managsd nelwor , please spac:fy
which hosting/cloud provider hosls thesa syslems.

Have you receivad authorization for testing from the provider?

Yes

How many external IP addresses are In scope for festing?

List the external [P rangas in scops for tasting.

Are all systems baing lested located within a ofient managed network?

Are porimetarfedge security controls configured o block known scans and
aftacks?

If “YES" to the above, will these conlrols be temporarily altered to fully test the
target systems?

Are any larges to be excliuded? if so, please fist targets and provide
reasoning for exclusion.

None ~ =i ii IR

e R o R _g L
RAHENTERNAT NETWORKEENETRATION

x::"?-”’

List the internal nalwork subnels In scope for lasling.

*’;

If systems are hosted outside the client managed network, please specify
which hosling/cloud provider hosts these systems,

Have you received autherization for testing from the provider?

How many Internal [P addresses are in scope for testing?

List the internal IP addresses in scope for lesting.

Can a hardware or virlual drene be ulitized to access the Internal network?
Seo “Drone/VM Info Required” below,

Ara internal network securily controls configured to block known scans and
aitacks?

If “YES” lo the above, will these controls be temporarily altered to fully test the
targel syslems? Note: It is recommended to fully lest In scope syslems on the
internal network(s).

Ave any largels to be excluded? I so, please list targets and provide
reasoning for exclusion.

None

ST f'e:..‘%.'. T

At how many Iccatuons is v.ure]ess testmg be perrormed?

RHESSASSE

Please provide the physteal addresses of the facllities In scope for wireleas
seacyrily testing.

Please provide the approved SSIDs for the company's wireless access polnts. |.

_Techno!ogles in use? WPA, WPAZ2 — PSK or EAP? Are all accessible over
2.4GHz or some exclusive o 5GHz?

Is there any Wireless intrusion Preventien Systems, Network Access Conlrol
{NAC) or Rogue AP deteslion In use?

Coallive - Sensitive and Proprietary
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and provide reasaning for exclusion.

Arg any SSIDsfwireEess a066s8 pomls lo be excluded? If so, please fist here

Prowde the dale and lime 10 send spear phish]ng emaﬂs

What is the duration of the campaign {i.e., 72 hours)?

List the amail addresses In scopa for this assessment, (These may be
provided separately.)

Will provide

Coalfire can craft the email and corresponding tinked webslte to appear as if it
was originated from an HR department or IT depariment, is thero a preference
for either scanario?

Basad upon the source described above {i.e., HR or IT), please describe that
department, Including how 1t [s staffed and how communication betweasn these
departmenis and your employees typically accurs.

Please describe, at a high-lavel, your network infrastruciure (e.g. We are a
windows shop and usa Active Directory for authentication, We have X
workslations on the nelwork that run Windows XP and 7. We have a web
sorver in a DMZ that hosts our websito.).

Ave any spear phishing targats fo be exciuded? If so, please list here and
provide reasoning for exclusion.

Nene

How many target smployees ara In scope for the pre- texling exem[sa? B

20 fo 25 difrerenl departmanls

What Is the preferred date and lime to place phone calls? {You may provide a
dale rangs.}

Okay to do during blackout dates

Please provide the first and last nams, title, role, and phone number to call for
aach employee in scope (o raceive a pre-text phone call.

We will create a "back-story” for the pre-text calling and confirm this with you
befara engaging. However, If you have a specliic scenario that you would fike
us to include i our pre-text to make it more bellevable, please provide a
dascription of ihat here,

Are any pre-lext calling targsts to be excluded? If so, ploase list targets and
provide reasoning for exclusion.

None
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PENETRATEON TESTENG METHODOLOGY

'-":'information Gﬁther!ng
"Scope and understand
N icustomers business -

tnumeratlon
Discover opei ports,
servh:es and web application

pages

Vulnerablilty idenhflcatlon
Use automated scans and
ranual techniques to
discover vulnerabilities

- Mttack Surface Analysi
-Determine attack vectors,

. possibllmes and develop .

. Ponotration and
e Exploftation |
Erploit low hanglng fruit

“first, then other targets of

- opportunity

- Plvot -
,_"-:ldentify new targets o
xhased onnew | TR
- Information - - -

,Priuilegq _E_g‘cal'a,tion’ =
Elevate permissions and -
further enumeration .
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CUSTOMER SATISFACTION AND REFERENCES

Coalfire is commilted to meeling the objectives of the project and ensuring lowa Judiclal Branch's
satisfaction throughout the engagament. At the completion of the project, we will ask you for feedback on
the engagement and for lowa Judicial Branch o be a reference for our fulure customars.

To ensure that your review of this engagement with Coalfire mests our high standard, we ask that you Jet
us know if, during the engagement, we do not mest your expectations, so we can address any concerns
immedlately. All members of our project team are happy to address any tssues that may arise and route
them appropriately for rasolution, Additionally, you can contact Mike Weber, Coalflre Labs Vice President,
at mike.weber@coalffre.com or 303.554.6333 %7052,

After this Project, our Qualily Assurance team will be reaching out via email to request the completion of a
satisfaction survey. Client satisfaction is a critical measure of quality and we prefer to receive this feedback
directly from Coalfire clisnts. We regularly analyze all client feedback and report resuits to the delivery
personnel for corrective aclions andlor process improvements, Please take a minuto to review and

completo the survey once it is sent.
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ROE AND TEST PLAN APPROVAL AND SIGNATURE

lowa Judiclal Branch accepts all risk and liabllity for alf actions taken as part of the penetration tesling
activities performed and will ensure all precautions are taken prior to and during vulnerabliity scanning
activities to prevenl connectivity issues which could result in profect slippage are taken prior to and during
vulnerability scanning aclivities. The below signatory is authorized to approve this ROE and the includsd

tast plan,

(s 08, Slat/ 20

Andrew Shirley Date

Information Security Officer

lowa Judiclal Branch

% \{\M 82172019

Dana Mortaio Date

Project Manager

Coalfire Labs
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